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1. Introduction

1.1. About

This document relates to use of the TigoEngine management platform.

1.2. Typographical Conventions
e Enumerations are shown in a list form with bullet points.
e Instructional steps are shown in a numbered list form.

¢ Decimal numbers are shown without additional indicators and are not spelled out (e.g., 123).

1.3. Symbols

Note: This symbol indicates a general note.

Warning: This symbol indicates a security notice that must be observed.

<

EII Reference: This symbol indicates a reference to other documentation (available on request).




2. Safety

21. General Safety Note

The users of this manual must be qualified for the installation, configuration, and monitoring of an 10-Link Wireless system
using TigoEngine. All safety messages, integrated safety messages, property damage messages, and valid legal regulations
must be observed by users.

CoreTigo Ltd assumes that users have the required technical capabilities.

3. Overview

TigoEngine is a software-based management platform for efficient setup of IO-Link Wireless masters and devices. It enables
installation, configuration, and monitoring of an 10-Link Wireless system.

Online and offline setup of IO-Link Wireless components is possible, with a variety of options to connect to 10-Link Wireless
masters. With its intuitive user interface, TigoEngine simplifies the deployment and maintenance of an 10-Link Wireless
system.

TigoEngine can connect to IO-Link Wireless masters using either of the following physical interfaces:

e UART over USB
e Ethernet

3.1. TigoEngine Key Functionalities

e |0O-Link Wireless Master communication and configuration

e Scanning for available 10-Link Wireless devices within range of an IO-Link Wireless master
e Pairing and connecting 10-Link Wireless devices to the relevant IO-Link Wireless masters
e Configuration of 10-Link Wireless device parameters based on IODD

e Wireless channel blacklist configuration per master

e Loading parameters from an IO-Link sensor

e Bulk configuration of devices via uploaded files

e Firmware upgrade—updating wireless devices using FOTA

e 3rd party software integration via an MQTT publisher—exporting process data from TigoEngine to 3rd party software
(requires an MQTT broker on the 3 party software side)

e Performance monitoring:
o Packet Error Rate (PER) real-time display—enables analysis of latency and network interferences
o Link Quality Indication (LQI)
o Received Signal Strength Indication (RSSI)



4. System Requirements

e Operating system: Microsoft Windows (Installer) or Linux (with Docker)
o Database: PostgreSQL (included by default as part of the TigoEngine Windows Installer)

e CPU and memory: depend on the number of devices and transactions in the system. Consult your CoreTigo
representative for recommendations.



5. Installation

1. TigoEngine can be downloaded from CoreTigo Customer Portal at support.coretigo.com (Registration required).

2. Double-click the TigoEngine.exe file.
3. Inthe Setup Wizard, do the following:

a. Inthe Welcome page, click Next.

@ TigoEngine Setup X

Welcome to the TigoEngine
Setup Wizard

The Setup Wizard will install TigoEngine on your computer.
Click "Next" to continue or "Cancel" to exit the Setup Wizard.

@Corengo @ 10-Link

< Back Cancel

Figure 1 — Welcome (Setup Wizard)

b. Inthe End-User License Agreement page, select | accept the terms in the License Agreement, and click
Next.

@ TigoEngine Setup

End-User License Agreement

Please read the following license agreement carefully

CoreTigo End User License Agreement

PLEASE READ THE FOLLOWING CAREFULLY BEFORE ACCEPTING
THESE TERMS AND REGISTERING FOR, ACCESSING AND/OR USING
THE CORETIGO SOFTWARE.

in L R TSN T 433 9% IEEE NS feacialll a PP o] T

@I accept the terms in the License Agreement

OI do not accept the terms in the License Agreement

Advarced Installer

< Back Cancel

Figure 2 — End-User License Agreement (Setup Wizard)


https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fsupport.coretigo.com%2F&data=05%7C01%7Csbenshanan%40coretigo.com%7Caa7c91ec95da4748002008da80e3673e%7C8249a9f390f14196a02f4f3f5865fc45%7C0%7C0%7C637964011436357739%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UlHhBnOomz7jFXy%2BN91JmagJhmVCEfZLeRNO8eUXyDs%3D&reserved=0

In the Select Installation Folder page, do one of the following;
= Toinstall in the default folder, click Next.

= Toinstall in a folder other than the default, click Browse and select the desired folder.

@TigoEngine Setup -

Select Installation Folder

This is the folder where TigoEngine will be installed.

To install in this folder, click "Next". To install to a different folder, enter it below or click
"Browse".

Folder:
C:\CoreTigo LTD\TigoEngine\ Browse...

< Back Cancel

Figure 3 —Select Installation Folder (Setup Wizard)
In the Ready to Install page, click Install.

@ TigoEngine Setup

Ready to Install

The Setup Wizard is ready to begin the TigoEngine installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.

< Back E;Install Cancel

Figure 4 — Ready to Install (Setup Wizard)



e. Inthe Completing page, click Finish.

@ TigoEngine Setup

Completing the TigoEngine
Setup Wizard

Click the "Finish" button to exit the Setup Wizard.

@Corengn @ 10-Link

Figure 5 — Completing (Setup Wizard)



6. User Management and Access to TigoEngine
There are 2 levels of access to TigoEngine:

e Administrators (Admin) have access to all features, including user management (that is, registering new users and
editing/deleting any user’s profile).

e Users can access all features except user management.

All access to TigoEngine requires user authentication, either with a TigoEngine username and password or with a Single
Sign On such as Microsoft Azure (see section 6.5 Setting Up Single Sign On).

6.1. First Time Login to a New Installation

After TigoEngine has been installed, the system administrator needs to login to TigoEngine using the default administrator’s
authentication credentials, which are:

e User = admin

e Password = admin

6.2. Opening the User Management Window

1. Make sure you are logged in as an administrator.

2. Click the name/icon of the logged-in profile:

@ admin
Admin
©  Masters
T
About
Logout
&
¥ master 192.168.1.50 TigoMaster 2TH Disconnected on:
T ¢ 14/08/2022, 15:22:12 W Connect

Figure 6 — Opening the User Management Window
3. In the menu that opens, click User Management (see Figure 6).

The User Management window opens.



6.3. Registering a New User or Administrator

1. Inthe User Management window > App users tab, click to © open the Create User window.
F admin

©)  User management Admin
>

App users Single sign-on

Username First name Last name Role Created at Last logged ai

No Data

B @D < R

2. Inthe Create User window, type the Username, Password, First name, and Last name as appropriate.

Create User

* Username rcollins

* Password

* Repeat password

* First name Robert

* Last name (Co[lins[

* Role

Create user




3. Inthe Role field, set the desired level of access (User or Admin) for the profile.

Create User

* Username rcollins

* Password

* Repeat password

* First name Robert

# Last name Collins

* Role

4. Click Create user.

Create User

* Username rcollins

* Password

* Repeat password

* First name Robert

* Last name

* Role

Create user




6.4. Editing a Profile

1. In the User Management window > App users tab, click # next to the user/administrator profile that you want to

edit.
In the example in Figure 7, the profile of Robert Collins is to be edited.
p @admin
@  User management Admin
>
Single sign-on
P ©
Usemame First name Last name Role Created at Last logged at
¥
g Robert Robert Collins User 2022-07-07 2022-07-07
A (/] admin admin Admin 2022-07-06 2022-08-17

Figure 7 — Editing a User/Administrator Profile: Example
2. Inthe fields that appear, change the profile as desired and then click Save Changes.

Note that if TigoEngine currently has only one registered administrator (that is, only one profile where Role = Admin),
you cannot change that profile’s Role to User. There must always be at least one administrator.

F @ admin
Admin
D) User management
>
App users
s @
Y
) Robert Robert Collins User 2022-07-07 2022-07-07
A

First name:

Last name:

Password: | ssses| |

Role:

Save changes Delete User

Figure 8 — Editing a User/Administrator Profile (continued)



6.5. Setting Up Single Sign On

1. Inthe User Management window > SSO Config tab, type the credentials of the active directory account to be used
for single sign on (for example, Microsoft Azure).

2. Click Submit.

p @ admin
@ Admin

User management

App users Single sign-on

>

&
a Single sign-on configuration
N4
B8
A CREDENTIALS
* Configuration name | configuration name |
+ Client ID® (crent || What does this form do?
This form creates a connection with your identity provider
. and allows you to enable Single Sign-On.
* Client secret @ | client secret | 2 L
+ Authority key @ [ Atrority ey | | Where doi find the info this form needs?
You'll need to generate the client id and client secret. You can
+ Redirect URI® — | find this in the identity provider portal

Figure 9 — Setting Up Single Sign On
The Log In window now includes a single sign on button: for example, SIGN IN WITH MICROSOFT.

@Cureh';m

Login

£ SIGN IN WITH ‘a'lllfﬁ‘SClFT

Figure 10 — Log In Window with Example Single Sign On Button



7. Masters View

In Masters view you can:

o See a list of all wireless masters connected to TigoEngine, together with basic information about them (such as IP
address and connection time)

e Select a wireless master from the list and see further information about it (for example, its Port Configuration) in another
view, and/or configure it in another view

e Connect a new w-master to TigoEngine: see section 7.1.

To open Masters view, go to Configuration > Masters & Devices.

adm|

A) s
@ CoreTigo [ 3 Masters
Engineering Tool <

& Configuration ~ Status Name IP Address Type Connection time
Gonnected on:
Masters & Devi i ° w 192.168.1.222 TigoMaster 2TH
asters & Devies 9 2310812022, 12:50:42 £ W Oisconnect

¥ imesrasen master 192.168.1.100 TigoMaster 2TH Disconnected on:
o < 22/08/2022, 15:30:45 W Connect

N

[E 10DD Uploader
Disconnected on:

ProfiMaster 192.168.10.221 TigoMaster 2TH

A Alerts & Events 22/08/2022, 15:30:47 W connect

7.1. Connecting a New TigoMaster 2TH
1. Make sure that you know the TigoMaster 2TH’s IP address.

If the IP address has not yet been configured, you can configure it using, for example, one of the tools detailed in the
TigoMaster 2TH User-Manual.

2. |If the TigoMaster 2TH’s credentials (User Name and Password) have been changed from the default using the
WebServer, make sure you know the current credentials.

In TigoEngine’s Masters view, click ©@.
4. Inthe Connect New Master window, do the following:
a. Type the desired Name for the TigoMaster 2TH being connected.
b. Set Master Type = TigoMaster 2TH
c. Type the IP address of the TigoMaster 2TH.

Masters

Connect New Master

* Name: = Master

* Master Type: | TigoMaster 2TH

*1P: | 192.168.1.100

[ credentials

Cancel | (QEELLEY

Figure 11 — Detailing the TigoMaster 2TH to Be Connected



d. If the TigoMaster 2TH’s credentials have been changed from the default, select the Credentials checkbox and
type the current User Name and Password.

Masters

Connect New Master

* Master Type: | TigoMaster 2TH

+ [ 192.168.1.100

Credentials

*User Name: |

* Password: |

Figure 12 — Detailing Non-Default Credentials

e. Click Connect.

When the TigoMaster 2TH is connected, its details appear in the table in Masters view.

F @ admin
Admin

©  Masters
>
& St Hems IP Address Type Connection time e
L] master 192.168.1.100 TigoMaster 2TH CGonnectedion: ,
Y R & 1610812022, 12:30:01 2 W Disconnect
g ® EIP Master 192.168.1.180 TigoMaster 2TH Eonnectedion; P
T ¢ 1610812022, 12:04:51 4 W& Disconnect
A
ProfiMaster 192.168.10.221 TigoMaster 2TH Disconnected on:
T o 11/08/2022, 00:06:46 W Connect

Figure 13: Masters View — Two TigoMaster 2TH Connected



7.2. Connecting a New TigoMaster 2TS
1. Run TigoGateway.exe (in the TigoGateway folder).
2. In TigoEngine’s Masters view, click @.
3. Inthe Connect New Master window, set the fields as follows:
a. Name - type the desired name for the w-master being connected.

b. Master Type = TigoMaster 2TS

Figure 14: Connecting a TigoMaster 2TS

4. Click Connect.
The details of the TigoMaster 2TS appear in the table in Masters view:
o The current status of the TigoMaster 2TS is partly connected (orange disc).
o The IP address of the TigoMaster 2TS is set automatically.
o Next to the IP address is a message stating COM Port Closed.

@Cere'ﬂ'gc # | Mosters
Engineering Tool <

s 1821661149 COM Port Closed TiguMaster 215 gz
® ! ort Cle oMaster
o BE o n2r2021 21003 M

I~
-

Connected on:
81272021, 11144 PM

In
-

[ ] CoreTigo Master 1521681138 TigaMaster 2TH

Figure 15: New TigoMaster 2TS Listed in Masters View — Status Is Unconnected

5. Nextto COM Port Closed, click Z..

&
@Corengo 8. Masters
<

Enagineering Tool

& Configuration P

218 192.168.1.149 [COM Port ClDSE

» Masters & Devices
Y Integration
& CoreTigo_Master 192.168.1.138

B 1000 Uploader

Figure 16: Opening the Select Serial Port Window




6. Inthe Select Serial Port window, do the following:
a. Inthe Serial Ports drop-down menu, select the relevant COM port.
b. Click Open.

Select Serial Port X

Serial ports: ‘ Open Refresh List

Serial port status: COM3 - USB Serial Port (COM3)

COM1 - Communications Port (COM1)

COM4 - USB Serial Port (COM4)

Figure 17: Select Serial Port Window
In the Masters view table, the status of the TigoMaster 2TS changes to connected (green disc), and there is no
message stating COM Port Closed.
7.3. Actions Column

The Actions column has the following buttons:

. 7 _ opens the Edit Master window, where you can change the name of the relevant w-master

. W_ removes the relevant w-master from the list in Masters View

o Disconnect — disconnects the relevant w-master from TigoEngine

Masters

@Cnre{’

CoreTigo_Master 132.168.1.138 TigoMaster 2TH Connected on: ’
e oo pr———— s 8

Figure 18: Actions Column



7.4. Status Column

Each TigoMaster’s current status is indicated by an image (a colored dot or a spinner) in the Status column. See Figure 19

and Table 1.

©  Masters

>

%

Image in

[ ] master

[ ] EIP Master

ProfiMaster

Status

192.168.1.100

192.168.1.180

192.168.10.221

Figure 19: Status Column

Connected on:
16/08/2022, 12:30:01

TigoMaster 2TH

Connected on:
16/08/2022, 12:04:51

TigoMaster 2TH

/) admin
[
\8 Admin

N

W Disconnect

N

W Disconnect

Disconnected on:

TigoMaster 2TH

11/08/2022, 00:06:46

Table 1: Statuses

Description

W Connect

Actions Available

Status Column

2TH

2TS

~ Initializing Connection requested. TigoEngine Disconnect w-master
Spinner trying to connect. Delete w-master
. Connected W-master connected Disconnect w-master
. Delete w-master
Green disc .
Edit w-master
Partly N/A Connection Disconnect w-master
connected established, but Delete w-master
COM port is Edit w-master
closed. Configure COM port
‘ Connection Connection N/A Disconnect w-master
Red disc failure fa.lled. . . Delete w-master
TigoEngine trying
to reconnect.
Inactive W-master W-master Connect w-master
. manually disconnected. Delete w-master
Grey disc

disconnected by
user. TigoEngine
is not trying to
reconnect.

TigoEngine is not

trying to
reconnect.




7.5. Auto-Reconnect

After a user has initiated connection of a TigoMaster 2TH (by clicking Connect in the Connect New Master window),
TigoEngine continually tries to connect the TigoMaster 2TH until successful. If the connection later fails, TigoEngine
automatically tries to reconnect, again continuing until successful. If TigoEngine closes while trying to connect or reconnect a
TigoMaster 2TH (for example, because the computer is rebooted), as soon as TigoEngine restarts, it automatically resumes
trying to connect/reconnect.

A user can stop TigoEngine trying to connect/reconnect a specific TigoMaster 2TH, by clicking Disconnect in the Actions
column. The status of the TigoMaster is then inactive.



8. Configuration Module > Masters Submodule

The Configuration > Masters& Devices submodule (see Figure 20) provides various views for connecting w-masters to
TigoEngine, configuring connected w-masters, and viewing information about them. The views are:

o Masters view (default/opening view): see section 7

e Masters Configuration view: see section 10

e Port Configuration view: see section 11

o Blacklist view: see section 12

e Firmware view: see section 13

¢ Integrations view: see section 14

e Test Environment view: see section 15

e Statistics view: see section 16

To open the Masters & Devices submodule, in the explorer pane select Configuration > Masters & Devices:

Dcoretios Mostees
Enginestina Too <

Figure 20: Configuration > Masters Submodule — Default View



9. Navigation

9.1. Opening a W-Master in a Specific View

To view/configure any of a w-masters properties that are not shown in Masters View (for example, its Firmware), do the
following:

1. In Masters view, click the name of the desired w-master.
The w-master opens in Port Configuration view.

2. Inthe Views bar, select the desired view (in this example, Firmware view).

l € Masters / w | Port Configuration ,/;O admin
Aderen
@Enreﬂgn |
Engineering Tool < PORT CONFIGURATION MASTER CONFIGLRATION BLACKLIST EVENTS W TEST ENVIRONMENT STATISTICS

& Configuration -

L]
F Masters & Device: ! {_Par Remove )

03:F3:00:00;01:69;%0:42:CF Balluff GmbH BUS_tam1 '

¥ Integration &

H 100D Uploader

Figure 21: Opening a W-Master in a Specific View — Example

9.2. Navigating between W-Masters within a View

When you have finished viewing/configuring a specific w-master in a specific view (for example, the Port Configuration
view), you can open another w-master in the same view, by doing the following:

1. In the path bar, click v next to the name of the currently open w-master.

2. From the drop-down menu, select the w-master that you want to open.

& Masters / CoreTigo_Master[&]/ Port Configuration

CoreTigo_V 55
FORT CONFIGURATION MASTER CONFIGURATION BLACKLIST FIRMWWARE TEST ENVIRONMENT STATISTICS

CoreTigo_Master

Figure 22: Navigating to another W-Master within the Current View



10. Master Configuration View

In Master Configuration view you can:

¢ Reset the selected w-master if it is a TigoMaster 2TH: see Figure 23

o View/configure the selected w-master’s advanced parameters: see Figure 24 and Table 2

e View/configure the selected w-master’s track parameters: see Figure 25 and Table 3

e View/configure the selected w-master’'s vendor specific read/write parameters: see Figure 26 and Table 4

& Masters / CoreTigo_Master v / Master Configuration

@)  CoreTigo_Master
> PORT CONFIGURATION MASTER CONFIGURATION BLACKLIST EVENTS FIRMWARE TEST ENVIRONMENT

General Information

& 2TM Main version: 40.04.0100 2TM Radio version: 02.04.0007 App version: V2.1.1.104 COM version: V1.1.10.0 Name: PROFINET Device
Y

B > Master Configuration

A > Track Configuration

> Vendor Specific Write/Read

& Mast @
CoreTigo_Master

@Cur

General Information

Figure 23: Resetting the W-Master’s Software

Master Configuration

2TM Moin version: 20011000 2TM Rodio version: 02.03.0032 App version: V210,502

About

STATISTICS

‘/ Reset Mas(er)‘

.

)

& Configuration ~

* Master Configuration

Moster 1D
1

Y integration

B 1000 Uplooder ( configure master ) (

Pairing Timeout (sec)

:

> Track Configuration

> Vendor Specific Write/Read

Figure 24: Master Configuration View (Advanced Parameters)

Table 2: Master Configuration Parameters (Advanced Parameters)

Parameter Description

Master ID W-Master Identifier according to IOLW specification

Advanced Connectivity Various advanced configuration parameters

Pairing Timeout (sec) Timeout for pairing by button/UID in seconds




& Masters / CoreTigo_Master v / Master Configuration About
@  CoreTigo_Master
> PORT CONFIGURATION MASTER CONFIGURATION BLACKLIST EVENTS FIRMWARE TEST ENVIRONMENT STATISTICS

General Information

& 2TM Main version: 40.04.0100 2TM Radio version: 02.04.0007 App version: V2.1.1.104 COM version: V1.1.10.0 Name: PROFINET Device

Y ‘( Reset Master>
B > Master Configuration

A

> Track Configuration

> Vendor Specific Write/Read

Figure 25: Track Configuration Parameters

Table 3: Track Configuration Parameters

Parameter Description

Track Mode Track operation mode:
0-STOP
1-CYCLIC
2 - SCAN
3 - ROAMING
4 — PAIRING
TX Power Transmission strength

Figure 26: Vendor Specific Read/Write Parameters

Table 4: Vendor Specific Read/Write Parameters

Parameter Description

Port ID W-Port

Arg Block ID Command number (e.g. for PDout commands use 1002)

Arg Block Data Data block (e.g. PDout Valid byte + Data bytes)




11.

In Port Configuration view, you can:

Scan for available w-devices in range of the selected w-master: see section 11.1

Port Configuration View

Pair the w-master with w-devices, and unpair them: see section 11.2

Debug, monitor, and reset w-devices

View information about ports and the w-devices connected to them: see section 11.5

11.1. Scanning for W-Devices

1.

2.

In Port Configuration view, click @,

CoreTiga_Master
<

Figure 27: Port Configuration View

In the Port Configuration bar, click Scan.

CoreTigo_Master

Port Configuration

CONFIBURATION BLACKLIS FIRMWARE

&=

Na ports configured

Figure 28: Scan Button




3. TigoEngine lists the available w-devices in range of the selected w-master. The list includes the following information
about each w-device:

o UID - the unique ID of the w-device (hexadecimal representation)

o Slot Type — whether the w-device is using a single or double slot (as determined by its device type and the
system requirements)

03:F3:00:00:01:50:C0:45:CF
09:F3:00:00:01:38:9E: 45: CF
03:73:00:00114:81:86:05:88
03:F3:00:00:03:FB:B3: 43:CF

09:F3:00:00:03:91:F8:43:CF

03:F3:00:00:01:0E:27: 44 CF

03:F3:00:00:03:02: EF : 45: CF

09:F3:00:00:09:67:27: 44:CF

Figure 29: List of Available W-Devices in Range of Selected W-Master
11.2. Pairing a W-Master and W-Device

11.2.1.  Pairing from Scan Results

1. Inthe Scan results (see section 11.1), select the w-device that you want to pair with the w-master.
2. Click OK.

03:F3:00:00:01:50:C0: 451 CF Double

03:F3:00:00:0:38:9E: &5:CF Double

03:F3:00:00:14:81:86:05:68 Single

03:F3:00:00:03:FB:83:43:CF Single:

03:F3:00:00:08:91:FB:43:CF single

03:F3:00:00:01:CE:27:44:CF Double

03:F3:00:00:03: 02:EF : 451 CF single

03:F3:00:00:03:67:27: 44:CF

Figure 30: Scan Results

3. The UID of the selected w-device appears in the Port Configuration bar.

4. |If desired, configure the selected w-device: see section 11.3.



5. Inthe Port Configuration bar, click Pair.

<

Viasters / CoreTigo_Master v / Port Configuration
CoreTigo_Master

BLACKLIST FIRMWARE TEST ENVIRONMENT STATISTICS EVENTS

Process Data Input []
Port Number: (@ m 0x03:0xf3:0x00:0x00:0x01:0x11:0x9e:0x4.2:0xct

Gean)  sitrine s

No ports configured

Figure 31: Pair Button
6. An auto-generated Port Number and the Slot Type of the selected w-device appear in the Port Configuration bar

7. When pairing is successful, details of the paired w-device appear in the Port Configuration view table. Details
include its port number, UID, and input data (if it supports PDin).

€ Masters / CoreTigo, Master~ / fort
DcoreTir . CoreTigo_Moster
< o
oo I e R () oo CEEEEE o
v integration I
03170100100 01: 38196 : 45 :CF
"B 000 Upioaser L

A NeTs & Events

Figure 32: Paired W-Device in Port Configuration View

11.2.2.  Pairing without Scanning

If you know the UID of the w-device that you want to pair with the selected w-master, you can pair them as follows:
1.

<

In the Port Configuration bar, type the UID of the w-device that you want to pair with the w-master.

eT Port Canfiguration
CoreTigo_Master

11
O

o) soee QUMD Ao

No ports configured

Figure 33: Port Configuration Bar

2. Inthe Port Configuration bar, click Pair.

3. When pairing is successful, details of the paired w-device appear in the Port Configuration view table. Details
include its port number, UID, and input data (if it supports PDin). See Figure 32.



11.3. Advanced Configuration (IOLW Configuration)

The IOLW configuration details the parameters for a particular port and the w-device connected to it, or of a w-device in the

scan results.

To view/modify the IOLW configuration of a specific available w-device in range of the selected w-master:

1. In the Port Configuration bar, type the UID of the desired w-device (either from the scan results or by typing it).

2. Clicked Advanced.

3. The IOLW Configuration window appears. Each of its parameters is detailed in Figure 34.

Parameter

Port Number

10LW Port Configuration

Part Number

Validation & Bockup

Port Cydle Time ()

Track Number

Siot Number

Device Tx Power

Mox Retry &

IMA Time Bose

IMA Time Multi

Siot Type

Low Power Device ()

Mox POSeg Length &)

Cenfigured Vendor 10

Configured Device 1D

Unique 10

Figure 34: IOLW Configuration Window

Table 5: IOLW Configuration Parameters

Value Range
1-16 (if the selected
w-master is 2 track)

Description

Validation and
Backup

No device check (default)

No validation, backup, or restore of the selected
w-device is performed

Type compares®,
no Backup/Restore

Validation of the selected w-device is performed,
without backup/restore

Type compares®, Backup
only

Validation and backup of the selected w-device
are performed, without restore

Type compares®, Restore
only

Validation and restore of the selected w-device
are performed, without backup

Type compares*, Backup
and Restore

Validation, backup, and restore of the selected w-
device are performed

No type compares*, no
Backup/Restore

Validation of the selected w-device is performed,
without type compare, backup, or restore




Parameter

Value Range
No type compares®,
Backup only

Description
Validation and backup of the selected w-device
are performed, without type compare or restore

No type compares®,
Restore only

Validation and restore of the selected w-device
are performed, without type compare or backup

No type compares*,
Backup and Restore

Validation, backup, and restore of the selected w-
device are performed, without type compare

Port Cycle Time

Port cycle time expected by the SMI client.

The expected cycle time of the port is set
depending on the selected operating mode

Track Number

Wireless track number to be used for the port

Slot Number

Wireless slot number to be used for the port

Device Tx power

Transmission power level of the w-device

Max Retry Maximum number of retries for a transmission in
OPERATE mode

IMA Time Base Requested IMA time for OPERATE mode
IMA = [ am alive

IMA Time Multi The IMA Time Multi is calculated by multiplying
the IMA Time Base

Slot Type Single slot or Double slot Port parameter

Low Power Device

0x0 — Not Low Power
0x1 — Low Power

Is the selected w-device low power or not

Max PDSeg length

The maximum segment length of the PDOut data
to the message handler to distribute PDOut data
within multiple wireless cycles.

The value depends on the actual transmission
capacity of the selected w-device.

Configured Vendor

Expected vendor ID of w-device.

Required to check the device for type
compatibility




Parameter Value Range Description
Configured Device Expected device ID of w-device.

Required to check the device for type
compatibility.

Unique ID Unique ID of the w-device (9 Bytes)

11.4. Unpairing a W-Master and W-Device

1. In Port Configuration view, select the relevant w-device/port.
2. Click Unpair.

€ Masters / CoreTigo Master v

CoreTigo_t Port Configuration About
CoreTigo_Master

PORT CONFIBURATION MASTER CONFIBURATION BLACKLIST FIRMWARE TEST ENVIRONMENT STATISTI

cs EVENTS

Process Data Input

Port Number: ( n Gean)  siotyee: (EEIRD Advanced 2 Crar ) >
03:F3:00:00:01:38:9€:45:CF Bridge 85 = Cumpair)

Figure 35: Unpair Button



11.5. Viewing Port Information

When a specific port is selected in the Port Configuration view, you can view further information about the port in various
tabs (see Figure 36). The tabs / types of information are:

e Details

¢ Port Configuration

e Data

e Device Configuration
e Process Data

e Events

CoreTigo_Master

Double siot 03:F3:00:00:01:38: %:45 : CF 041082

St @) (1028)

E > J
% 3
L) )\
operote aasdem

Figure 36: Port Configuration View Tabs



11.5.1. Details Tab

In the Details tab, you can:

e See details of the w-device(s) connected to the selected w-master. Details include unique ID, w-device type, version,
vendor name, device name, and port name. These are taken from the 10DD file repository, which is detailed in section 17.

e Upload IODD zip files as detailed in section 17.

€ lastes CoreTigo_Master Port Configuration About
CoreTiga_Master

@[me\‘,

Engineering Tool <

BURATION  BLACKUST  EVENIS  FIRMWARE  TESTENVRONMENT  STATISTICS

Process Data Input

¥ Integrotion

03:F3:00:00:01:38: 9145 CF o4tz
A Aerts & Events

&"iﬂ @0 (1028)
& §§ |

Operate -345 dam

Figure 37: Details Tab

11.5.2.  Port Configuration Tab

In the Port Configuration tab, you can see the parameter values of the port and the w-device(s) connected to it.

€ Masters / CoreTigo_Mas
CoreTigo_Master

Port Configuration
) PORT CONFIGURAT MASTERCONFIGURATION  BLADKUST  EVENTS  FIRVWARE  TESTENVIRONMENT

Process Data Input

ve QD (o) S z atancea 2 (o) >
n
Y Integration
sidoe

Oms
B 1000 Uplooder
=
A Nerts & Events m 0
a0
w28

3
o
o
Level 31 (10dBm:
5
3

3
Doutle siot

Not low powe device (0)
2

03:F3:00:00:01:38: 5E 145 :CF

Figure 38: Port Configuration View Tabs



11.5.3. Data Tab

In the Data tab, you can send ISDU (Indexed Service Data Unit) read messages and write messages to the w-devices (10-link
sensors/actuators) connected to the port. These messages read or write (set) the values of the w-devices’ parameters. The
parameters are arranged in a structure of data objects, and each include the following:

o Data: the value to write to the ISDU data object (parameter) of the w-device, or the value that is read from it
¢ Index: the page number of the ISDU data object (parameter) to be read/written
e Sub-Index: the data element address within the ISDU data object

To send an ISDU write message:

1. Go to the Port Configuration view > Data tab.
2. Under ISDU Write enter the desired values for:
o Data
o Index
o Sub-Index
3. Click Write.

nput

Figure 39: Write ISDU



To send an ISDU read message:

1. Go to the Port Configuration view > Data tab.
2. Under ISDU Write enter the desired values for:
o Index
o Sub-Index
3. Click Read.

€ Masters / CoreTigo Master v / Port Configuration About
CoreTigo_Master

DcoreTiac

il « e ¢ ransics
Engineering Too
Pracess Dota Input
uo. QD (<)  soe [yT— rtvnces 2 () >
-~ -
n

Y Integration

A Herts & Bvents

=)

Figure 40: Read ISDU

11.5.4. Device Configuration Tab

In the Device Configuration tab, you can configure a connected w-device or read its parameters by uploading an IOLW
configuration file. If an IODD file is already uploaded, then the w-device parameters appear in the tab.

Port Canfiguration About

@Cure Tia CoreTigo_Master
Engineering Toa

e =T S O
L+ (1] S
u

OxEDF!
A Hers & Fvemis I Digital output 1
B
I Fotigue (v-Rms)
OxEDFE
| Impoct (0-Peck) we
»ecoD
I Friction (a-Rms)
aw
I Digital output 2 aczn
I Setting of the sensor disploy Bts
WEC30 s
I Fault Configurotion Qutput 1
Bit8
I Foult Configuration Output 2 610 e
I M_MR_SR Ident BiL2

Figure 41: Device Configuration Tab



11.5.5. Process Data Tab

In the Process Data tab, you can do the following:

o View process data received from the connected w-device(s) in real-time (in the Process Date Input field). When the
I0ODD of the device is uploaded, TigoEngine presents process data parsed. Otherwise data is displayed in a raw format
and is intended for evaluating the correct operation of the w-device during development.

e Send out process data to the connected w-device(s) by means of the Process Data Out section of the tab.

[ 1]
m
= Details Part Configuration Data Device Configuration Events
BUS_18M1 Process Data
PRODUCT
° = Process Dota Input -

Row 0x1b: 0x56

3 TigoHub i4 - 4 10-Lin...

PORT PRDOUCT Nome Description Volue Unit
Interval N/A 3499 N/A
Switching status N/A @ N/A

Figure 42: Process Data Tab

11.5.6. Events Tab

The Events tab is the same as Events View. For details see section 16.



12.

Blacklist View

In Blacklist view you can set which frequencies/channels/bandwidths the w-master is permitted/prohibited from using for
communication with w-devices.

12.1.
1.

Changing a Frequency to Prohibited or Permitted

In Blacklist view, click the relevant frequency to change its state (that is, toggle it between prohibited and permitted).
In the example in Figure 43, the 2406 MHz/2 frequency is being toggled to prohibited.

Click Save Changes.

Reset the w-master.

€ Maste CoreTigo_Master / Blacklist
. CoreTigo_Master

@Cnre Tigo e =
N s < PORT CONFIGURATION MASTER CONFIGURATION BLACKLIST FIRMWARE TEST ENVIRONMENT STATISTICS EVENTS
Engineering Too

Total Number of Blacklisted Channels: 0

nmn[ ‘mml\l\ H“Hlj

& Configuration

¥ Integration

H 1000 Uplooder

Wi-Fi Ch.6 Wi-FiCh.11

D00000000000CH0000LLOCLH0DCO0DA0RRODOOOD
20000000000000000000000000COTOOLO00RO000

@ Frequency disabled @ Frequency enabled Forbidden
Channel Range Selection
Bondwidth: 20 Mhz

Channet:

Figure 43: Toggling a Frequency between Prohibited and Permitted — Example



o M N =

. Changing a Channel/Bandwidth to Prohibited or Permitted

In Blacklist view, select the relevant Bandwidth.
Select the relevant Channel.

Click Prohibit or Permit as desired.

Click Save Changes.

Reset the w-master.

& Masters / Coreligo_Masterv / Blacklist

@[mET;T g.  CoreTigo_Master
. - < PORT CONFIGURATION ~ MASTER CONFIGURATION = FRMWARE  TESTENVIRONMENT  STATISTCS  EVENTS
Engineering Tool

Total Number of Blacklisted Channels: 0

o Configuration
¥ Integration l/“ l U
[ 1000 Uploader

Wi-Fi Ch.11

060800000000060LD00DHO000000L000000BLLHHD
OOOG@OGO0000000600000000099@306@@0990090

] Frequency disobled @) Freauency enabled bidden
P N
(' sove changes )

Figure 44: Changing a Channel/Bandwidth to Prohibited or Permitted




13. Firmware View

In Firmware view, you can upgrade the firmware of the selected w-master and its connected w-device(s).

13.1. Upgrading W-Master Firmware

1. Download the latest w-master firmware file from the CoreTigo Customer Portal.

2. In Firmware view, under Master Upgrade click Upload FW Version.

¢ st oreTigo_Maste Firmware
@(mej fa e CoreTigo_Master
z = < PORT CONFIGURATION MASTER CONFIGURATION BLACKLIST - TEST ENVIRDNMENT STATISTICS EVENTS
Engingering Toc
# Configuration Py
App version: 211102 GOM version: 1110.0 Protocol: EtherNetiP Firmwora Main Revision: 40.040020 Rodio Revislon: 02.04.0007

& integration

B 1000 upinoder

Figure 45: Upload FW Version

3. Inthe Version field, select the firmware file.

¢

CoreTigo_Master

- 5 i < PORT CONFIGURATION MASTER CONFIGURATION BLACKLIST - TEST ENVIRONMENT STATISTICS EVENTS

& Configuration A

sterv / Firmware

App version: /2.1.1102_COM version: 1110.0_Protocol: EtherNetIP Firmwora Main Revision: 40.04.0020

& Integration

4. Click Start Upgrade.

Firmmwa
@CurET ig -

e g < PORT CONFIGURATION MASTER CONFIGURATION BLACKLIST TEST ENVIRONMENT STATISTICS EVENTS
& Configuration Py

App version: 211102 COM version: ¥1110.0 Pratocol: EtherNetiP Firmwara Main Revision: 40.04.0020 Radio Revision: 02.04,0007

¥ Integration

Figure 47: Start Upgrade



13.2. Upgrading W-Device Firmware

In Firmware view, under Device Upgrade select the
you want to upgrade.

€ Masters / CoreTigo Firmware
DcoreTia .  CoreTigo_Moster
Enginearing < MRIGLR DR
aster Upgrade
& Canfiguration a
App version: v2.1.1102 COM version: 1.1.10.0 Protocol: EtherNetiP Firmwors Main Revision: 4!

PNS 211102 ( & Uplocd

Y Integrotion

[ 1000 Uploader

1 Bridge  03:F3:00:00:01:38:9€: 451 CF 1041082
z [ ] NiA
L] NrA
a [ NiA
L] NIA
5 [ ] NiA

Figure 48:
3. Under Device Upgrade, click Upload FW Version.

PNS 211102 ( & Uplood

Y Integration

[ 1000 Uploader

1 Bridge 03:73:00:00:01:38:9€:45:CF 1041032
2 L] NFA
L] NiA
4 [ ] NfA
L] NiA
5 . N

0040020 Rodio Revision: 02.04

¢ CoreTigo. Firmware
@Cnre Tia " CoreTigo_Master
e < NFIBL AL
# Canfiguration -
App version: ¥2.1.1.102 COM version: v1.110.0 Protocol: EtherNetIP Firmware Main Revision: 40

Download the latest firmware file for the relevant type of w-device from the CoreTigo Customer Portal.

checkbox of each port connected to a w-device whose firmware

bLackus E TesTEnvRowENT  STATTS

000;

Stort Upgrode

ted 1 devices ta upgrode 1o version o403z (TSI

00052 T.041032

Port Checkbox

bLACKUS TesT EnvROwENT  STATSTCS

104,0020 Rodio Revision: 02.04.000
ted 1 devices o uagrade to version TLO41032
001032 1041032
o
NFA
W
N/A
"
W

Figure 49: Upload FW Version

4. In the Version field, select the firmware file.



[ 1000 Uplooder

I_'.'.* cd 7 Version ) elected 1 devices to upgrade to version TLOA032

1 Bridge  03:F3:00:00:01:38:9E:45:CF n0410%2 001032 047032 e
z ® NiA NIA
Y NiA NIA
a . NiA NIA
L] N N
5 [ ] NrA NA

Figure 50: Version

Click Start Upgrade.

[ 1000 Uplooder

1 Bridge  03:F3:00:00:01:38:9E:45:CF n0410%2 001032 047032 e
z ® NiA NIA
Y NiA NIA
a . A NIA
® NIA N
[ . NIA NA

Figure 51: Start Upgrade

The FOTA process begins, and the w-devices are upgraded one after another. You can view progress in the Progress
bar.



14. Test Environment View

In Test Environment view, you can run the following:

e Latency test
e PER test (PDin)
e PER test (PDout)

< V e eTig Test Environment
CoreTigo_Master
<

Enable test mode

Figure 52: Test Environment View

14.1. Running a Test

Warning!

Running a test interferes with operational functionality. During a test, Process Data input and
output are blocked on the port where the test is running.

1. In Test Environment view, toggle the Test Mode switch to the On position.

CoreTigo_Master

I Enable test mode I

<

@Core Tigo

D cCoreT i .  CoreTigo_Master

@D Test mode is enabled

Figure 53: Test Mode Button in Off Position

Figure 54: Test Mode Button in On Position

2. In the Warning dialog box, click | understand.

Warning

A

You are about to enable testing functionality. These tests will interfere
with aperational functicnality, and proper operation of the machine.
During the test the Process Data input and output will be completely

blocked. Are you sure you would like to continue?

Cancel

Figure 55: Warning Dialog Box

3. Select the desired test from the drop-down menu

“ aste o Test Environment
CoreTigo_Master
<

@[ure Tig

@ Test mode is enabled

& Configuration -

¥ Imegration

Figure 56: Select Test Menu




4. Set the Manual Stop switch in the desired position:

o Ifthe switch is in the Off position (default), the test stops automatically (after the set number of cycles)

o Ifthe switch is in the On position, you need to stop the test manually by clicking the Stop Test button when
desired.

CoreTigo_Master
<

@)  Test mode s enobled

Figure 57: Manual Stop Switch

5. Set the desired number of cycles for the test to run (up to a maximum of 4294967295).

CoreTigo_Master
<

@)  Test mode s enobled

Figure 58: Number of Cycles

6. Select the checkbox(es) of the port(s) that you want to run the test on.

CoreTigo_Master
<

@)  Test mode s enobled

NN

Figure 59: Port Checkboxes
7. Click Start Test.

CoreTigo_Master
<

@)  Test mode s enobled

Figure 60: Start Test



8. When the test is finished, the following happen:
o Done appears in the Status column of the selected port(s).

o The raw results (in microseconds) appears in the Result column of the selected port(s).

8/12/2021, 4:19:46 PM

1 OPERATE Bridge 03:F3:00:00:01:38:9E:45:CF . 0 Min: 23265 Avg: 23317 Max 23358

Figure 61: Finished Test
9. After the test is finished, do one of the following:

o If you want to perform another test, click Clear View and repeat from step 3.

1 OPERATE Bridge 03:F3:00:00:01:38:9E:45:CF

Figure 62: Clear View

o If you have finished testing, toggle the Test Mode switch to the Off position (see Figure 53) to restore operational
functionality.



15. Statistics View

In Statistics view, you can collect and export the following data for each channel of each selected port (w-device):

e Total — total number of subcycles in channel

e CRC Error — number of CRC errors detected during the cycles

e Sync Error — number of sync errors detected during the cycles

e PER (SubCyc) —average number of both above errors (CRC + Sync Errors) per sub cycle

e Avg RSSI(dBm) — average RSSI taken from all subcycles in channel

e Min RSSI(dBm) — minimum RSSI taken from all subcycles in channel

e Max RSSI - maximum RSSI taken from all subcycles in channel

15.1. Collecting and Exporting Data

1. In Statistics view, select the port(s) of the w-devices that you want to collect data on.

- aste 9 Statistics
CoreTigo_Maoster
<

@Corel'-

Port Port Mode Type

P v integrotion
® 1 QPERATE Bridge
E 1000 Uplooder

2 =E

: =
¢

. [ vacre |

5 =3

6 =

7 =

¢ [ rvcive |

s [ ovcnve |

=E
1 =3

2. Click Collect.

- aste g Statistics
CoreTigo_Master
<

gl = Sl

Port Mode Type

P v integrotion

@® 1 OPERATE Bridge
E 1000 Uplooder
: e |
e

Unigue iD PER [] Cleared on Channel

03:F3:00:00:01:... N/A 12 Aug, 14:... 3

4

5

Figure 63: Port Selection

ReSUlts fOr DOrT #1 | Stort Time: 12 Aug, 1437

FORT CONFIGURATION
Unique ID Per [] Cleared on Channel
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Figure 64: Collect
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55788
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55795

55799
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CRC Error #

CRC Error #

Duration: 1 hours

Sync Error #
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PER (SubCyc)  Awg RSSI(dBm)  Min RSSI(dBm)
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o a2 47
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25% -40 5
00 a0 4
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Syne Error #

PER (SubCyc)  Avg RSSi(dBm)  Min RSSI(dBm)



3. TigoEngine displays the results for each selected port’s w-device(s).

& Master eTigo_Maste Statistics
8. CoreTigo_Master
< PORT CONFIBURAT

ACKUST  FIRMWARE

EVENTS

& Configuration ~
‘ Collect Clea Ewport | RESUIS fOF POTT #1 | stort Time: 12 Awug, 1437 | | Duration: 1 hours 53 minutes 53 seconds

b Mosters & Devices m =]
Port Port Mode Type Unique ID Per [ Cleared on Channel  Total#  CRCEmor#  SyncEror#  PER(SubCyc)  Avg RSSIdBm)  Min RSSI(dBm)
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Figure 65: Results — Example
4. If you want to export the results to an Excel file, click Export.
pa e Statistics
' CoreTigo_Master
< FIGURATION BLACKLIST FiR ARE TEST ENVIR 13 EVENTS
& Configurotion -
tartTime: 12 209 1437 | Durstion: | hours 53 mimutes 53 seconds
» Masters & Devices. - -
Port Port Mode Type Unique ID PER Cloared on Chanmel  Total#  CRCEmor#  SyncEmor#  PER(SubCyc  AvgRSSIBm)  Min RSSHdBm)
Y intagrotion
@® 1 OPERATE Bridge 03:F3:00:00:01:... N/A 12 Aug, 14:. 3 55788 2 o 0.00% 41 57
[ 100D Upicader
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Figure 66: Export




16. Events View

In Events view, you can see the events and alerts for the w-devices connected to the selected w-master, as defined in the 10-
Link spec, and parsed according to the IODD.

You can filter the list of Events/Alerts by port, event code, event type, and/or event mode.

You can also see events/alerts in the Events tab of Port Configuration view.

Ocorer - | 2 . } . o m

Filter By Port; Filter By Event Code: & Filter By Event Type: & Filter By Event Mode: &

Wadnesdoy, AUgUst 16th 2021, T0SS2 SMHBLESHOT
SHELESHD

om

o m ‘ Mo maifunction

Figure 67: Events View



17. Uploading IODD Files

IO-Link devices need to be described by IO-Link Device Descriptions (IODD). IODD are complex structured XML files with
numerous restrictions and interdependencies.

TigoEngine provides 2 ways to upload an 10DD zip file:

e Using the IODD Finder to Upload an 1ODD File: see section 17.1

e Using the IODD Uploader: see section 17.2

17.1. Using the IODD Finder to Upload an IODD File

1. After pairing a new bridge that is connected to an 10 link sensor/actuator, go to Port Configuration view > Details
tab.

2. Click IODD finder (under the camera icon).

& Masters / CoreTigo_Master v / Port Configuration
@Cure Tigo W CoreTigo_Master
e . < PORTCONFIGURATION  MASTERCONFIGURATION  BLACKLIST  FIRMWARE  TESTENVIRONMENT  STATISTICS  EVENTS
Process Data Input
port Number: (@] E siotType: (TR Advenced 2 P:

¥ Integration

b LELREIEES = Detals  Port Configuration  Data  Device Configuration
Bridg:

B 1000 Uploader
03:F3:00:00:01:38:9E:45:CF Bridge 10471032

N/A N/A

Operate -42.6 dBm

Figure 68: IODD Finder



3. TigoEngine displays the following I0-Link sensor/actuator data: device picture, Vendor Name, Device Name, Port
Mode, and RSSI. All data is taken from the IODD Finder web.

Port Configuration About

€ Masters / CreTig
CoreTigo_Master

@ED(ET']

n MASTER CONFIGURATION RAGKERE  FEMWARE  TOTAGEREEY e
Engineering Tool < ONFIGURATION o "
Frocess Date input M@

& Configuration

¥ ¥ Integration
idge
E 1000 Uploader
03:F3:00:00:01: 38:9E:45:CF Bridge 11.04.1032

@41 e ifm electronic gmbh AL2205 Acyclic, AL2605 Acyelic, AL2305 Acyclic

o e

o @

o e

@ Operate -52.5 dBm

Figure 69: 10DD Finder Results (I0-Link sensor/actuator data) — Example

4. Click GET DATA to display the full IODD, comprising the following:

o Vendor Text

o Product Name

o Product ID

o Product Text

o Serial Number

o Hardware Revision

o Firmware Revision

o asters / CoreTigo_Master Port Configuration About
O CoreTiac CoreTigo_Master

Engineering Tool <

MASTERCONFIGURATION  BLACKLIST  FIRMWARE  TEGT ENVIRONMENT  GTATISTICS

Process Dato Input

& Configuration

-
Detoils  PortConfiguration  Dota  Device Configuration
¥ v integration
aridge
B 1000 Uploader
03:F3:00:00:01:38:9E: 45:CF Bridge 11041032
@i. 2O ifm electronic gmbh AL2205 Acyclic, AL2605 Acyclic, AL2305 Acyclic
o e
o ©e
o e
0@ Operate 525 dBm

Em fean] fean] frmon]

Figure 70: GET DATA
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Figure 71: 10-Link Device Description (I0ODD) — Example

17.2. Using the IODD Uploader

1. In the explorer pane select IODD Uploader.

2. Inthe IODD Uploader pane, click the upload area.

@Eu'e': . 1000 Uploader

ing Too <

& Configuration
> Mosters & Devices

¥ integrotion

&

Click or drag 10DD file to this area to upload

Figure 72: IODD Uploader — Upload Area

3. Browse to the relevant IODD file.
4. Click Upload IODD file.

DcoreTiy . 100D Uploader
Engineering Tool <
& Configuration ~

@ 100D file uploaded, Vendor: 310, Device: 1028

> Mosters & Devices

¥ Integration

I ifm electronic gmbh

I AL2205 Acylic, AL2605 Acyclic, AL2305 Acyclic

I AL2205 Cyclic, AL2605 Cyclic, AL2305 Cydlic

| E30391

Figure 73: Browsing to the IODD File and Uploading It
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5. TigoEngine displays the description of the device (IODD).

@CcraT'j‘

Engineering Tool
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<

@ 100D file uploaded. Vendor: 310, Device: 1028
100D Uploader
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Upload Device Configuration file
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Device ID: 1028
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Vendor ID: 310

Device Nome: V8001

Vendor Name: ifm electronic gmbh

Figure 74: Uploaded Device Description (I0DD)



18.

Integration with an MQTT Broker

Make sure that:
o An MQTT broker is installed
To install an MQTT broker, see appendix A.

o Atleastone MQTT user is set up

To create an MQTT user, see appendix A

In the Explorer pane, select Integration.

In the Integration wizard’s Configuration screen, do the following:
a. Set Integration name as desired.

b. Set Integration type = MQTT.

c. Click Save and Continue.

@[ngg Tig B Integration
Engineering Too <

o Configuration

Configuration

B 1000 Uploader

e ) EELEDE

Figure 75: Configuration Screen (Integration Wizard)
In the Connection Details screen, under Protocol Configuration set:
o Host = <host IP /host name>
o Port = <port number>
o Quality of service = At most once
o Client Id = <client identifier>
o Keep alive = 50
Under Authentication, set:
o Authentication method = Username and password
o Username = <user name of the account>

o Password = <password for the account>

Under Topics (Structure of Data Received), make sure the following are selected:



o MasterID

o VendorID
o DevicelD
o Port

o Device UUID

Click Save and Continue.

(¥ ) Configuration

o Connection Details Data Test

Protocal Configuration

Authentication

Topics (Structure of data recleved)

) CD €D

Figure 76: Connection Details Screen (Integration Wizard)



10.

In the Data screen, under Type and Format set Data Format = Raw data.
Under Publishing set:

o Publishing rate = 1000 milliseconds

o Maximum messages = 10

Click Save and Continue.

(/) configuration (/) Connection Detsils —————————————— o Dats

Type & Format

Publishing

Figure 77: Data Screen (Integration Wizard)



11. In the Test screen, click Perform Test and then do one of the following:
o If the result of the test is Success!, then click Next.

o Ifthe result of the test is Failure!, then click Back, check and modify the entered details as required, and repeat
the test.

N =
(v ) Configuration ——— (/) Connection Details

II:\/:Z‘ Data ——— o Test Assign devices

g

Test Connection

Figure 78: Test Connection Screen (Integration Wizard)

12. In the Assign Devices screen, click Integrate Devices.

) CoreTig i Integration
i <
—~ i o~ . ’ —~ —~ )
(v) configuration () Connection Details (v)pata ———— (V) Test —M8M8MM Assign devices
& Configuration w
» Masters
bd140d09-7357-4391-8daa-f34d51d2209b EIP_137 1
B
[E 100D Uploader [ ] df20500d-0098-4382-afc3-beeSe7hBaebc lloT Master 3
[ ] £91d996e-4830-4007-8b46-f76e1c43fafa ProfiNet_136 1
[ ] fdb453b6-8962-4296-b41b-93c30dbi7669 EtherNet/IP_138 1

Figure 79: Assign Devices Screen (Integration Wizard) — Integrate Devices Button



13. In the Select Devices to Integrate window, do the following:
a. Select the desired data types (PD In, PD Out, RSSI, and/or Events).

Note that when you select a specific data type, this automatically also selects the device(s) that have that data
type.

b. Click Apply.

"1

Select Devices To Integrate X

1 D3:F3:00:00:01:EB:07:46:CF
3 03:F3:00:00:01:F0:EB:45:CF

L Cancel J

Figure 80: Select Devices to Integrate




14. In the Assign Devices screen, do the following:

a. Make sure that 1 appears in the Integrated devices column of each device that was selected in the previous
step.

b. Click Done.

Vi N . . s o Y . N s o N\ s o N . .
() Configuration ———— (/) Connection Details (v)Data ———— (V) Test —————— o Assign devices
] 9eB82cf3c-2291-45d0-bfeb-023b89957efb PN_136 1 [/ tegrate
® bd140d09-7357-4391-8daa-134d51d2209b EIP137 1 1 ( Integrote Dev )
.
[ ] df2050ad-0038-4382-0fc3-bceSe7bbaebe lloT Master 3
L] fdba59b6-8362-4296-b41b-93c30dbf76ES EtherNet/IP_138 1

s ™ 4
=)

Figure 81: Integrated Devices



19. Troubleshooting

Problem Probable Cause Solution
Cannot access The PC running TigoEngine is in a Change the network definition to private
TigoEngine from a public network. Therefore,
remote PC Windows blocks the network’s
access to web applications running
on the PC.
Firmware upgrade Click Clear and repeat the firmware
fails upgrade procedure
. . One or more broken topics Use MQTT Explorer (or another MQTT
Integration with client) to find the broken topics: see
MQTT broker fails ) '
section 19.1

19.1. Troubleshooting with MQTT Explorer

MQTT Explorer enables you to find broken topics that are preventing integration with an MQTT broker. You can download it
from http://matt-explorer.com/.

To find broken topics:

1. In MQTT Explorer, set the MQTT Connection fields as shown in Figure 82.

@ MaTT Explorer - O
Application  Edit View

Connect i
+ onnections : MQTT Connection

Customer_Success_.. !
mat1192.188.10.137:1883 : MName - »

i Customer_Success_MQTT| Validate certificate Encryption (ts)

test.mosquitto.org

i Protoco Host
. matt// - 192.168.10.137

Usermname

i customer_success ©

DELETE i X ADVANCED B save (!) CONNECT

Figure 82: MQTT Explorer — Connection Settings
2. Click Connect.


http://mqtt-explorer.com/

3. MAQTT lists the broken topic(s).

@ MaTT Explorer - m] ®
Application Edit View

= MQTT Explorer Q

DISCONNECT & e
¥ 192.168.10.137

CustomerSuccess = health

Value

~
Publish ~
Topic
raw xml json

® O O

Figure 83: Broken Topic List
4. Expand the listed topic(s) to see details.

@) MaTT Explorer - m] X
Application Edit  Wiew
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— QoS: 0
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4:14:46 PM
data": [
~
~
1
1

Compaﬂng with previous message: + 2 lines, - 2 lines

» History @

Figure 84: Expanded Topic



Appendix A — Working with MQTT

To use TigoEngine with MQTT, you need an MQTT broker. This appendix describes how to install RabbitMQ and create
MQTT users with RabbitMQ or Command Prompt.

To integrate MQTT with TigoEngine see section 18

Installing RabbitMQ
1. Install Erlang otp_win64_24.0.2 or higher.

You can download otp from https://www.erlang.org/downloads

2. Install rabbitmq-server-3.8.17 or higher.

You can download rabbitmg-server from https://www.rabbitmg.com/download.html

3. In Command Prompt, run: cd c:\Program Files\RabbitMQ Server\rabbitmq_server-3.8.17\sbin

Figure 85: Directory of c:\Program Files\RabbitMQ Server\rabbitmq_server-3.8.17\sbin

4. Write on command prompt: rabbitmg-plugins.bat enable rabbitmq_management

B Command Prompt - O *

bbitmg-plugins.bat enable rabbitmg_man

bbitmg_
bbitmg_m:

Figure 86: Command Prompt: rabbitmq-plugins.bat enable rabbitmq_management
5. Run the command prompt: rabbitmg-plugins enable rabbitmq_mqtt

6. When the configuration is complete, make sure that the message started 1 plugins has been received.


https://www.erlang.org/downloads
https://www.rabbitmq.com/download.html

abbitmg-plugins enable rabbitmg_mgtt

Figure 87: Message started 1 plugins Received
7. Runthe command: rabbitmg-plugins list and check that rabbitmq_mqtt is in the resulting list.

in>rabbitmg-plugins.bat list

y enabled

rabbitmg_peer di

bitmg_peer_
itmg_peer_d

Figure 88: rabbitmq-plugins list Featuring rabbitmq_mqtt



Creating MQTT Users

You can create MQTT users in either of the following ways:

e Using Command Prompt

e Using RabbitMQ

ﬂ This section uses the example of creating (adding) a user whose Username is User and
whose Password is Pass. However, you can create users who have any Username and
Password that you want.

Using Command Prompt to Create an MQTT User

In Command Prompt, enter the following;

e rabbitmqctl add_user "User" "Pass"
e rabbitmqctl set_permissions -p / "User™ ", ¥" " ¥" U %@

e rabbitmqctl set_user_tags “User” management

Using RabbitMQ to Create an MQTT User

1. Go to http://XXXXXXXXX.XXX:15672, where XXX XXX. XXX is the MQTT broker IP address.

2. Log in with the following:
o Username = User
o Password = Pass
Click the Admin tab.
4. Expand the Add a user section of the tab.

Overview Connections Channels Exchanges Quenes |

Users

= All users
Filter: Regex 7
Name Tags Can acoess virtual hosts | Has password

User administrator -
guest administrator / .

—
- Add a user

Figure 89: Admin Tab


http://xxx.xxx.xxx.xxx:15672/

5. Inthe Add a user section, do the following:
a. SetUsername = User
b. SetPassword as desired.
c. Click Add user.

Overview Connections Channels Exchanges Queles @

Users

+ All users

Filter: (] Regex 7

Name Tags Can access virtual hosts  Has password
User administrator / .
guest administrator .

7

Username; | Llser

Password W
L ssanassmsa

Tags: Set Admin | Monitoring | Policymaker
Management | Impersonator | None

{confirm)

adminiscrator ?

Figure 90: Adding a User



Appendix B — TigoEngine Installation using Docker

For Windows machine follow steps below:

1.

e

Example:

Ensure you have docker installed. If not, a windows user may follow steps below:

a. Download and run Docker Desktop for Windows: Installer.exe

b. Download and install the WSL2 Linux kernel update package for x64 machines

c. Open PowerShell and run the following command to set WSL 2 as the default version when
installing a new Linux distribution:
wsl --set-default-version 2

NOTE: In case this step fails, enable Hyper-V feature under “turn windows features turn
on/off

d. Restart the computer

e. To ensure docker engine is running properly, open cmd and run the following command:
docker version

Download AWS Command Line Interface

Open cmd and run the following command:
C:\> msiexec.exe /i https://awscli.amazonaws.com/AWSCLIV2.msi

Still on cmd, run the command: aws configure then press Enter.

In the next step, the AWS CLI outputs lines of text, prompting you to enter additional information:
AWS Access Key ID, AWS Secret Access Key, Default Region Name and Default Output Format.
You can find this information in the certificate package shared with you by CoreTigo.

Using the credentials received from CoreTigo, follow the next steps:

Fill in the AWS Access Key ID, then press Enter.
Fill in the AWS Secret Access Key, then press Enter.
Fill in the region name, in the format as shown below in the example, then press Enter.

e 0o o

When asked to fill in output format, leave it empty and just press Enter.

AWS configure

AWS Access Key ID [None]: ABCDEFGHIJK
AWS Secret Access Key [None]: AbCdEFghiJK/AbCdEFghiJK/AbCdEFghiJK

Default region name [None]: eu-west-1

Default output format [None]: leave empty and press Enter

Run the following command:
aws.exe ecr get-login-password --region eu-west-1 | docker login --username AWS --password-
stdin 530412914495.dkr.ecr.eu-west-1.amazonaws.com

NOTE: If you copy the command from this manual, pay attention to have everything on ONE line,
otherwise the command would consider the line break as “Enter” and the command wouldn’t work

properly.



Open cmd and run the following command: Set VER=x.x (x.x is the version of TigoEngine. For
example ‘3.2’)

Copy the docker compose file to a directory of your choice (directory will be created containing
data for the database). Ensure it has permission to write on.

Open cmd and navigate to the folder selected in the previous step. Then run the command:
docker-compose up -d

Once process completed successfully, open browser and navigate to TigoEngine site:
http://localhost:9000




Appendix C — Setting IP Address with the BOOTP/DHCP Tool

The TigoMaster 2TH is delivered without a preset IP address. On startup, it sends requests to a DHCP
server to get an IP address. If the network includes a DHCP server, you can use the BootP/DHCP tool to
set an IP Address, as follows:

1. Make the following preparations.
o Download the BootP/DHCP tool version 3.05 and above.

o Note the hardware (MAC) address of the TigoMaster 2TH.

The hardware address is on a sticker on the side of the TigoMaster 2TH and has a format
similar to the following: 00-00-BC-14-55-35.

o Make sure that the TigoMaster 2TH is installed on the relevant EtherNet/IP network.

o Make sure that the workstation that you use to set the IP address has only one connection to
the EtherNet/IP network on which the TigoMaster 2TH is installed.

If the workstation has multiple connections to the EtherNet/IP network, the BootP-DHCP tool
might fail to work.

o Make sure that the TigoMaster 2TH is powered up.
2. Startthe BOOTP/DHCP tool.

Rockwell Software
b FactoryTalk Administration Console
& Restart View Designer Sernices
6 Studio 5000
BOOTP-DHCP Tool
@ BOOTP-DHCP Toel Help
B BOOTP-DHCP Toul .
FactoryTalk Activation té

Figure 100: Starting the BOOTP/DHCP Tool

|21

The BOOTP/DHCP tool displays the Discovery History pane, listing all devices found in the
local network.

3. Inthe Ethernet Address (MAC) column of the Discovery History pane, find the MAC address
that you noted in step 11 and select its row.

B il DHCP ExhaiWat P Cormmigsionng Tedl F——

Entered Retyion:

Etherset Address [MAC] | Type | 1P Address Hostname | Description

Figure 101: Discovery History



4. Click Add Relation.
The New Entry dialog box appears.

5. Inthe New Entry dialog box, do the following:
a. Setthe IP address as appropriate..

b. If desired, set the Hostname and Description.

c. Click OK.
CE -
e 1 éﬂ
vt feicbees [FAELI3000ES
el = . @ T 3
T—
i aaipr | "

C :EJ . &

Figure 102: New Entry

6. Wait for the MAC address and IP address of the TigoMaster 2TH to appear in the Entered
Relations pane, and select their row.

7. Click Disable BOOTP/DHCP.

" BootP DHCP €
[ File Tools Help
Add Relascn ] Dacorrmy Havey Claar History ]
Ethernet Address (MAC) Type [heminisec) & IP Address Hostname
F4:54:33:92:76:C8 DHCP 10:07:48 6 192.168.1.2
FA:54:13:94:29:E4 DHCP 10:07:25 5
FOIIFAFSB:13:C6 DHCP 10:06:45 1
Delete Relyson | I Erdered Pml Enabie BOOTP/DQCH  Daatle BOQTP/OHCP
T ——
Ethernet Address MC]J Type ] IP Address J Hostname | Descripti
FA:54:33:92:76:C8 DHCP 192.168.1.2

Ences and wamnng:
Sert 1921681.2 to Edremet addess FASI R T2 10 2%

Figure 103: MAC Address and IP Address of TigoMaster 2TH in Entered Relations Pane

If you do not click Disable BOOTP/DHCP, on future power cycles, the current

IP address is cleared, and the controller sends DHCP requests again.
If you click Disable BOOTP/DHCP and it does not disable BOOTP/DHCP, you can use
RSLinx® Classic software to disable BOOTP/DHCP.

The TigoMaster 2TH now uses the assigned IP address and does not issue BOOTP or DHCP requests
after power is cycled on the controller.



Appendix D — Evaluation Agreement

IMPORTANT — PLEASE READ CAREFULLY THE TERMS OF THIS EVALUATION AGREEMENT
(“AGREEMENT?”). BY CLICKING “I ACCEPT” OR OTHER SIMILAR BUTTON OR BY DOWNLOADING,
INSTALLING, ACCESSING AND/OR USING THE PRODUCT (AS DEFINED BELOW), YOU EXPRESSLY
ACKNOWLEDGE AND AGREE THAT YOU, OR THE COMPANY YOU REPRESENT, (“YOU” OR
“‘COMPANY”) ARE ENTERING INTO A LEGAL AGREEMENT WITH CORETIGO LTD. (“CORETIGO”),
AND HAVE UNDERSTOOD AND AGREE TO COMPLY WITH, AND BE LEGALLY BOUND BY, THE
TERMS AND CONDITIONS OF THIS AGREEMENT, AS OF THIS DATE (“EFFECTIVE DATE”).
FURTHERMORE, YOU HEREBY WAIVE ANY RIGHTS OR REQUIREMENTS UNDER ANY LAWS OR
REGULATIONS IN ANY JURISDICTION WHICH REQUIRE AN ORIGINAL (NON-ELECTRONIC)
SIGNATURE OR DELIVERY OR RETENTION OF NON-ELECTRONIC RECORDS, TO THE EXTENT
PERMITTED UNDER APPLICABLE LAW. IF YOU DO NOT AGREE TO BE BOUND BY THIS
AGREEMENT PLEASE DO NOT DOWNLOAD, INSTALL OR USE THE PRODUCT.

THE PRODUCT MAY BE USED SOLELY FOR YOUR PERSONAL, NON-COMMERCIAL PURPOSES.
FOR COMMERCIAL PURPOSES PLEASE CONTACT CORETIGO'S SUPPORT TEAM AT

https://www.coretigo.com/support.

1. Purpose. The purpose of this Agreement is to enable Company to internally evaluate CoreTigo’s
Product (as defined hereunder), pursuant to which Company may determine whether it has further
interest in signing and executing a definitive license agreement with CoreTigo, with respect thereto. In
accordance herewith, CoreTigo and Company have agreed to the terms and conditions set forth
hereunder:

2. Product. As used herein “Product” shall mean CoreTigo’s proprietary product, as set forth in CoreTigo’s
quotation attached hereto and/or associated and referencing this Agreement, including without
limitation, any software or hardware components thereof, any user’s guides and/or technical manuals
or other documentation delivered by CoreTigo to Company along with the Product (“Documentation”),
and any revisions, improvements, updates and upgrade thereof, to the extent delivered. The Product
shall be licensed to Company under and subject to the terms of this Agreement and shall be installed
by Company on Company’s computers at its premises.

3. License Grant. CoreTigo hereby grants Company a limited, personal, non-exclusive, non-transferable,
non-sublicensable, fully revocable right to use the Product internally for the sole purpose of evaluating
the Product’s capabilities and evaluating whether to enter into a commercial agreement for the licensing
of the Product (“Evaluation”). The Evaluation shall be limited to Company’s use of the Product for non-
commercial use only. The Evaluation period is limited to 90 days (“Evaluation Period”). The results of
the Evaluation and the outcome of the Evaluation shall not be used for any commercial purpose by
Company and shall be destroyed by Company at the end of the Evaluation Period. Company shall be
solely responsible to ensure that the Product is securely installed and used.

4. Prohibited Uses. Except as specifically permitted in Section 3 above, Company agrees not to: (i) copy,
modify, merge or sub-license the Product; and (ii) use the Product for any commercial purpose; and
(iii) sell, license (or sublicense), lease, assign, transfer, pledge, or share its rights under this Agreement
with/to anyone else; and (iv) modify, disassemble, decompile, reverse engineer, revise or enhance the
Product or attempt to discover the Product’'s source code; and (v) changing any proprietary rights
notices which appear in the Product. Company shall comply with all laws and regulations applicable to
its business and use of Product and with any terms and conditions imposed by cloud services providers,
to the extent applicable.


http://www.coretigo.com/support

Price and Payment Terms. Company agrees to compensate CoreTigo for the Evaluation in the
amount as set forth in the quotation attached hereto and/or associated and referencing this Agreement,
which shall be paid prior to and as a contingent of the delivery of the Product. The foregoing payment
shall be made free and clear of, and without reduction for sales, use, value added, excise, withholding
or similar tax, which shall be at the sole responsibility of Company.

Title and Ownership. The Product is a valuable trade secret of CoreTigo and any disclosure or
unauthorized use thereof will cause irreparable harm and loss to CoreTigo. All right, title and interest in
and to the Product, any derivatives thereof and modifications thereto, including associated intellectual
property rights (including, without limitation, patents, copyrights, trade secrets, trademarks, etc.),
evidenced by or embodied in and/or attached/connected/related to the Product, are and will remain
with CoreTigo. To dispel any doubt, the results of the Evaluation shall be considered CoreTigo’s
Confidential Information (as defined hereunder). This Agreement does not convey to Company an
interest in or to the Product, but only a limited revocable right of use in accordance with the terms
herein. Nothing in this Agreement constitutes a waiver of CoreTigo’s intellectual property rights under
any law.

Suggestions and Feedback. It is understood that Company may, at its sole discretion, provide
CoreTigo with suggestions and/or comments with respect to the Product (“Feedback”). Company
represents that it is free to do so and that it shall not provide CoreTigo with Feedback that infringes
upon third parties’ intellectual property rights. Company further acknowledges that notwithstanding
anything herein to the contrary, any and all rights, including intellectual property rights in such Feedback
shall belong exclusively to CoreTigo and that such shall be considered CoreTigo’s Confidential
Information. It is further understood that use of Feedback, if any, may be made by CoreTigo at its sole
discretion, and that CoreTigo in no way shall be obliged to make use of any kind of the Feedback or
part thereof.

Content. Company shall be solely responsible for any content and data used or optimized by Company
by means of the Product.

UNDER NO CIRCUMSTANCES WHATSOEVER WILL CORETIGO BE LIABLE IN ANY WAY FOR
ANY CONTENT AND/OR DATA INCLUDING, WITHOUT LIMITATION, FOR ANY ERRORS OR
OMISSIONS IN ANY CONTENT AND/OR DATA, OR FOR ANY INFRINGEMENT OF THIRD PARTY’S
RIGHT, LOSS OR DAMAGE OF ANY KIND INCURRED AS A RESULT OF THE USE OF THE
CONTENT, DATA AND/OR THE PRODUCT.

Support. During the Evaluation Period, CoreTigo shall make reasonable efforts to provide Company
assistance via telephone, facsimile or email to answer any questions or concerns relating to the
Product. Such assistance shall be provided at no charge to Company.

Warranty Disclaimer

COMPANY ACKNOWLEDGES THAT THE PRODUCT IS PROVIDED “AS IS”, AND CORETIGO
DISCLAIMS ANY AND ALL WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDING,
WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE AND ANY WARRANTY OF NON-INFRINGEMENT OF THIRD PARTIES’
RIGHTS, INCLUDING INTELLECTUAL PROPERTY RIGHTS.

High Risk Activities. Company hereby acknowledges that the Product is not fault tolerant and is not
designed, manufactured or intended for use or resale as on-line control equipment in hazardous or high
risk environments and activities requiring fail-safe performance (such as in the operation of nuclear
facilities, aircraft navigation or communication systems, air traffic control, direct life support machines



and/or devices, or weapons systems), in which the failure of the Product could lead directly to death,
personal injury or severe physical or environmental damage, and Company hereby agrees not to use
or allow the use of the Product or any portion thereof for, or in connection with, any such environment
or activity.

Limitation of Liability

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, CORETIGO, ITS OFFICERS,
DIRECTORS AND/OR EMPLOYEES, SHALL NOT BE LIABLE FOR DIRECT, INDIRECT, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF ANY PERFORMANCE OF THIS
AGREEMENT OR IN FURTHERANCE OF THE PROVISIONS OR OBJECTIVES OF THIS
AGREEMENT, INCLUDING BUT NOT LIMITED TO FOR ANY LOSS OR DAMAGE TO BUSINESS
EARNINGS, LOST PROFITS OR GOODWILL, LOST OR DAMAGED DATA OR DOCUMENTATION,
AND COSTS OF PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES SUFFERED BY
COMPANY AND/OR ANY ENTITY AND/OR PERSON ARISING FROM AND/OR
RELATED/CONNECTED TO ANY USE OF THE PRODUCT, EVEN IF CORETIGO IS ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. COMPANY’S SOLE RECOURSE IN THE EVENT OF ANY
DISSATISFACTION WITH THE PRODUCT IS TO STOP USING IT AND RETURN IT TO CORETIGO.
IN ANY EVENT, CORETIGO’S LIABILITY UNDER THIS AGREEMENT SHALL NOT EXCEED THE
AMOUNTS ACTUALLY RECEIVED BY CORETIGO HEREUNDER.

Indemnification. Company hereby agrees that CoreTigo shall have no liability whatsoever for any use
made of the Product by Company or any third party. Company hereby agrees to defend, indemnify and
hold harmless CoreTigo and its affiliates and their respective officers, directors and employees, from
any and all claims, damages, liabilities, costs and expenses (including reasonable attorney’s fees)
arising from claims related to Company’s use of the Product, as well as from Company’s failure to
comply with the terms of this Agreement.

Third Party and Open Source Software. The Product contains software provided by third parties, and
such third parties’ software is provided “AS IS” without any warranty of any kind, and subject to the
license terms attached to such third party software, the provisions of this Agreement shall apply to all
such third party software providers and third party software as if they were CoreTigo and the Product
respectively. In addition, this Product contains open source components. Such open source
components are protected under copyright law and are licensed to under specific license terms. Please
see the license.txt file included in the Product and available for Company upon request for the
applicable license terms of the open source components.

Confidentiality. All information disclosed by either party (“Disclosing Party”) to the other party
(“Receiving Party”), prior to or during the Evaluation Period, whether in writing, orally or in any other
form which is not in the public domain (“Confidential Information”), shall be held in absolute confidence,
and Receiving Party shall take all reasonable and necessary safeguards (affording the Confidential
Information at least the same level of protection that it affords its own information of similar importance)
to prevent the disclosure of such Confidential Information to third parties. In addition, Receiving Party
will limit its disclosure of the Confidential Information to employees and consultants with a “need to
know” and only in the context of such employees’ and consultants' fulfillment of their duties under this
Agreement, and further provided that such employees and consultants are engaged in a confidentiality
agreement with the Receiving Party with terms and conditions similar to the confidentiality terms under
this Agreement and that Receiving Party shall remain liable for any breach of the terms herein by any
of its employees and consultants. The provisions of this paragraph shall survive termination or
expiration of this Agreement, for any reason whatsoever.



It is agreed that the following shall not be considered Confidential Information: (i) information that is
already known to the Receiving Party at the time of disclosure, as such may be evidenced in the
Receiving Party’s written records; (ii) information that is or becomes known to the general public through no
act or omission of the Receiving Party in breach of this Agreement; (iii) information that is disclosed to
the Receiving Party by a third party who is not in breach of an obligation of confidentiality; or (iv)
information that was or is independently developed by the Receiving Party without use of any of the
Confidential Information, as such may be evidenced in the Receiving Party’s written records.

It is further agreed that the Receiving Party may disclose any information pursuant to a court order,
provided the Receiving Party notifies the Disclosing Party of such order and uses reasonable efforts to
limit such disclosure only to the extent required. For avoidance of doubt, the source code of the Product
constitutes Confidential Information of CoreTigo.

Injunctive Relief. Each party agrees that the wrongful disclosure of Confidential Information may cause
irreparable injury that is inadequately compensable in monetary damages. Accordingly, and
notwithstanding Section 18 below, either party may seek injunctive relief in any court of competent
jurisdiction for the breach or threatened breach of this Section in addition to any other remedies in law
or equity.

Term and Termination

1. This Agreement shall become valid on the Effective Date and shall remain in effect until completion
of the Evaluation Period, unless earlier terminated as provided below.

2. Either party shall have the right to terminate this Agreement upon 7 days’ prior written notice to
the other party.

3. The license granted for the Evaluation shall terminate immediately upon written notice from
CoreTigo in the event of Company’s use of the Product for purposes other than the Evaluation
and/or any other failure of Company to comply with any provision of this Agreement.

4. Upon the earlier of expiration or termination of this Agreement: (i) the license granted hereunder
shall immediately terminate; (i) Company shall return or, at Company’s request, the Product and
all of CoreTigo’s Confidential Information to CoreTigo and shall destroy all copies of the Product
contained in any of its systems, and (iii) CoreTigo shall erase or otherwise destroy all copies of the
Company’s Confidential Information, which was disclosed to CoreTigo under this Agreement.
Upon request of either party, the other party shall certify in writing to the other its compliance with
the terms of this Section 17.4.

5. Without derogating from any of the terms set forth above, Company further agrees that following
the expiration or termination of this Agreement it shall not make any commercial use whatsoever
of the content optimized by using the Product.

General. If any provision, or part thereof, of this Agreement is held to be unenforceable for any reason,
such provision shall be reformed only to the extent necessary to make it enforceable and such reform
shall not affect the enforceability of such provision under other circumstances, or of the remaining
provisions hereof under all circumstances. This Agreement shall be governed by and construed in
accordance with the laws of the State of Israel and only the competent courts of Tel Aviv-Jaffa shall
have jurisdiction over any dispute arising from this Agreement.

The following Sections shall survive termination of this Agreement: 4, 6, 7, 8, 10, 11, 13, 15, 16, 17.3,
17.4,17.5 and 18.



Company shall not assign and/or subcontract any of its rights and obligations
under this Agreement, except with CoreTigo’s prior written consent. CoreTigo may
assign any of its rights and/or obligations hereunder at its sole discretion. The
parties have read this Agreement, and agree to be bound by its terms, and further
agree that it constitutes the complete and entire agreement of the parties and
supersedes all previous communications between them, oral or written, relating to
the subject matter hereof. No representations or statements of any kind made by
either party that are not expressly stated herein shall be binding on such party.
Either party may use its standard business forms (such as purchase orders) or
other communications to administer transactions under this Agreement but use of
such forms is for the parties’ convenience only and does not alter the provisions of
this Agreement. Any terms or conditions that are preprinted in such forms or that
are included in a quotation and/or order acknowledgement are null, void, and of no
effect. A waiver of any provision will not constitute a continuing waiver of such
provision or a waiver of any other provision. Failure by either party to demand
performance or claim a breach of this Agreement will not constitute a waiver or
otherwise affect the rights of such party.

This Agreement may be executed in one or more counterparts, each of which shall
be deemed an original, but all of which together shall constitute one in the same
instrument.
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